NudopmanuoHHas NaMATKA AJ151 00Yy4AKOIIHXCS
C KaXabIM TOJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, A IIKOJIbHUKU
OJIHM W3 CaMbIX aKTUBHBIX Iosb3oBatTenel PyHera. Mexny TteMm, NOMHMO
OTPOMHOI0 KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MpolieMbl. IJTa
namsTKa JOJbKHA TOMOYb Tebe 0€3011acCHO HaXOUThCS B CETU

Komnviomepuuvle supycoi

KomnbloTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTpamMM,
OTJIMYUTEIBHOH  OCOOCHHOCTBIO  KOTOPOTO  SIBISIETCS  CHOCOOHOCTh K
pa3MHOXEeHUI0. B 1momonHeHue K 3TOMY, BUPYChl MOTYT TMOBPEIUTH WIIU
MOJTHOCTHIO YHUYTOXHUTH BCe (haiiyibl M TaHHBIE, MTOAKOHTPOIBHBIC MOIH30BATEINIO,
OT UMEHM KOTOPOTO Obljia 3alylleHa 3apakeHHas IporpaMma, a TakKe MOBPEIUTh
WU JIJa)K€ YHUUYTOXKUThH ONEPAlMOHHYIO CUCTEMY cO BcemH (haitiamu B 1ieioM. B
OOJBIIMHCTBE CIIy4aeB PacCHpOCTPAHSIIOTCS BUPYCHI U€PE3 UHTEPHET.

MeToapbl 3aIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Ucrionb3yil  COBpEMEHHBIE  ONEPAIMOHHBIE  CHCTEMBI, HMEIOIIUE
CEPBhE3HBIN YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTostHHO ycTaHaBnuBaiW matyu (UUQPPOBBIE 3aMIATKU, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyTHe
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBail WX TOJBKO C
opunmanbHoro caira paszpadorunka OC. Eciaum CylecTByeT  pekuMm
aBTOMATHYECKOTI0 OOHOBJICHUS, BKJIIOUHU €TO0;

3. Paboraii Ha cBOeM KOMITBIOTEpE IO TIpaBaMU TOJB30BaTeNsA, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJJTUPOBATHCS] HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Uctionp3yid  aHTHBUPYCHBIE MPOrpaMMHBIE TPOAYKThl  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanudb GU3MUECKHUI TOCTYM K KOMIIBIOTEPY JJIsi TOCTOPOHHUX JIUI;

6. Ucnonw3yit BHemHUEe HOcUTENW MHGOPMAINK, TaKkue Kak ¢Iielika, JUCK
win (aitn U3 MTHTEPHETA, TOJILKO U3 MPOBEPEHHBIX NCTOYHUKOB,;

7. He otTkpbiBaii KOMMbIOTEpHBIC (haiiibl, MOJTYYCHHBIE M3 HEHAJIEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpHUCTaT TBOM 3HAKOMBIN. Jlydie yTounu
y HET0, OTIIPABJISUI JIU OH TeOe UX.

Cemu Wi-Fi

Wi-Fi - 3170 He B niepeadyn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OPSH/I,
mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUSI 3aperucTpupoBaja OpeH]
«WECA», uto o6o3Hauano crnoBocoueranue «Wireless Fidelity», koTopsbrit
MEPEBOJIUTCS KaK «0eCIpOBOIHAS TOUHOCThY.

Jlo Haiero BpeMeHH JIoIIIa Apyras abOpeBuarypa, KOTopas sSBISICTCS TaKOU
ke TexHojoruen. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHJapT BhICIIMN 3ByKoBoW TexHuku Hi-Fi, yto B mepeBome
03Ha4YaeT «BBICOKASI TOUHOCTH.



Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adpornopTax SBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJla B MHTEpHET. HO MHOrMe 3KcnepThl CUHUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoeTbl 110 O0€301acHOCTH paboTe B 00IIEAOCTYIHBIX ceTssx Wi-fi:

1. He nepenaBaii cBOrO JIMYHYIO HH(pOpMaIHo yepe3 obrienoctynHabie Wi-fi
cetu. PaboTast B HUX, jKeJlaTeIbHO HE BBOJAUTH NMAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnionb3yit 1 OOHOBJISIH aHTUBHPYCHBIE MPOTrpamMMbl U OpaHamaysp. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ysakmuio «OOmmii moctyn K
daiinam u mpuHTepam». JlanHas (QYHKIUS 3aKphITa HO YMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
uim yueoe;

4. He wucnonb3yt nyonmunslii Wi-Fi 1 nmepenaud JIMYHBIX JaHHBIX,
HaIMpUMeEp IS BBIXOJa B COIIMANIBHBIE CETH WU B AJICKTPOHHYIO MOYTY;

5. Ucnonw3yi# Tonpko 3amuineHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tesnedone otkimoun ¢yHknmoo «[loakmoucHue k Wi-Fi
aBTomMaTu4eckn». He momyckali aBTOMaTHYECKOTO MOJKIIOYEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CoyuanvHvle cemu

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIIOU PaboOTaroT
W KUBYT TaM IMOCTOSIHHO, a B Facebook yrke 3aperucTpupoBaH MIJIITHAP.T YETOBEK,
YTO SIBJISICTCSI OMHOM CeAbMOM BCEX KUTEJICH IUIaHeThl. MHOTHE MOJIL30BaTEeId HE
MOHUMAIOT, YTO WH(pOpMAIHs, pa3MEIICHHAsS UMU B COIMAIBHBIX CETAX, MOMKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannub cHoucok Japy3eil. Y Tebss B Apy3bsiX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinaii CBOIO YacTHYIO >ku3Hb. He ykaspiBail maposiu, TenedOHBI,
aapeca, JaTy TBOEro POXICHUS H  JIPYryl0 JMYHYIO  HHGOPMAIIHIO.
3II0yMBIIIICHHUKA MOTYT HUCITOJIB30BaTh Jake HHPOPMAIIMIO O TOM, KaK Thl K TBOU
POIUTENH TIAHUPYETE IPOBECTH KAaHUKYIIBI;

3. 3amuinaii CBOI pemnyTaiuio — JIepXKU €€ B YHCTOTe W 3ajaBail cebe
BOIIPOC; XOTEN OBbI ThI, YTOOBI APYTHE MOJIB30BATEIIN BHJICTH, YTO ThI 3arpyKaeiib?
[Toxymaii, IpeskJie YeM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnii ThI TOBOPHIITH C JIFOJBMH, KOTOPBIX HE 3HACIIh, HE UCIIOJIB3YH CBOEC
peaNbHOE UMSI M IPYTYIO JTUYHYI0 MH(POPMAIIUIO: UMSI, MECTO KUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N36eraii pasmemienns ¢potorpaduii B IHTEpHETE, T/I€ THI N300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTIPEJIEITUTh TBOE MECTOIOJIOKEHUE;



6. [Ipu peructpam B CONMATBLHOM CE€TH HEOOXOJAMMO HCIOJIB30BATh
CJIOJKHBIC ImapoJin, COCTOAIINEC U3 6YKB nu LII/I(i)p 1 C KOJIMYECCTBOM 3HAKOB HC MCHCC
8;

7. ]Jlns comuaabHOM CETH, MOYTHI U JIPYIUX CaUTOB HEO00XO0IUMO
HCIIOJIB30BATh PA3HBIC ITAPOJIN. Torz:a CcCJIu TC6$I B3JIOMAIOT, TO 3JIOYMBIIIJIICHHHUKH
mojydart JOCTYII TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpa3y.

OnekmpoHHble OeHb2U

DJNEeKTpOHHBIE JEHBIW — 3TO OYEHb YyAOOHBINA CHOCOO MaTeked, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJIABHO U KMEHHO M3-3a 3TOr0 BO
MHOTHX T'OCYAapCTBax J0 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJe
UX Pa3leisaloT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE W HE aHOHMMHBIE. Pa3zHuna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTE onepauuu 0e3
UACHTU(UKAIIMM  TIOJIb30BaTENsl, @ B HE AHOHUMHBIX HICHTHU(QHUKALUSA
NI0JIb30BATEIS SIBJIAETCS 0053aTENBHOM.

Taxxe crnenyer pasnuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCy/lapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHBbIE He(UaTHbIE IEHbIH (HE paBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. [lpuBsku K cyeTy MOOWIbHBIA TenedoH. DTO caMblid yAOOHBIA U
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IlpuBsizannsiii TenedoH
MIOMOJKET, €ciau 3a0ynellb CBOW IUIATEKHBIM Napojib WM 3aiJenlb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionw3yit omHOpaszoBblie mapoiu. Ilocime mepexoma Ha YCHICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM IepexBaTa
IUIATEKHOTO MapOJIs;

3. BeiGepu cioxubiii mapons. [IpectynmHukam OyneT HE MPOCTO yraaarh
CJIIOXHBIM Mmaposib. HajxexHbple mapoiau — 3TO MApPOJIH, KOTOPBIE COAEpXk AT HE
MEHee 8 3HAKOB M BKIIIOUAIOT B ce0sl CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKJIMIATENbHbIN 3HaK U
t.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CaliTax, KOTOPHIM HE TOBEPSIEILIb.

InekmpoHHas nouma

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPENOCTABIAEMBIE €10 YCIYTH T10
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIEHHH, KOTOPBIE paclpeestoTcs B
KOMMBIOTEpHOU ceTh. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISIAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMsi_ToMeHa. Takxe KpoMme nepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpeiaBaTh (pailbl,

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C IIECKTPOHHOU MOYTOM:

1. Hano BBIOpaTh mpaBUJIBHBIN TOYTOBBIM CepBUC. B wuHTEpHETE ecTh
OTPOMHBIN BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTO 3HAeIllb U KTO NIEPBBIM B PEUTUHTIE;



2. He yxa3pIBail B TMYHOM MouTe JUUHYIO nH(MopManuto. Hanpumep, myurie
BBIOpaTh «MY3bIKaJIbHBINA (paHaT» mim «pok2013» BMecTo «Ttemal3y;

3. Ucnonp3yit ABYXATAlHYIO aBTOPU3ALMIO. IJTO KOTJa MOMUMO MapoJis
HY>KHO BBOJUTB KOJI, TPUChUTIaeMbIil 10 SMS;

4. BeiObepy CIOXHBIM Tapoiib. Jl7si Ka)XJAoro MOYTOBOTO SIIMKA JOJHKEH
OBITH CBOM HAJCKHBIN, YCTOWYUBBIN K B3JIOMY TIapOJib;

5. Ecnmu ecTh BO3MOXXHOCTH HallMcaThb CaMOMY CBOM JIMYHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Ucronp3yii HECKOJIBKO TIOYTOBBIX SIUKOB. [lepBbIii nms  dacTHOM
MEPEIUCKHU C aJipecaTamMu, KOTOPBIM Thl IOBEPSCIb. DTOT AIEKTPOHHBIN aJipec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAIMHN Ha OopyMaxX U CalTax;

7. He oTkpbiBaii (paiinel ¥ Apyrue BIOKEHUS B MUChbMaX JaXe €CIU OHU
NPUIUIM OT TBOUX Jpy3el. Jlyule yTouHM y HHMX, OTIPABISUIM JIM OHU T€OE ATH
(baisl;

8. Ilocne oxoHYaHusi pabOTHl HAa TMOYTOBOM CEpPBHUCE MEpPEe] 3aKPHITHUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaKaTh Ha «BBIATHY.

Kubepbynnune unu eupmyanvrioe uzdesameibCmeo

KubepOymiuHr —  mpecieoBaHUE  COOOIICHHSIMHU,  COJEpKAIIUMHU
OCKOpOJIeHuS, arpeccuto, 3alyTMBaHUE; XyJINTAHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHHKE C IOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KHOEPOYIUTMHIOM.

1. He Opocatica B 0oit. JIydmmii croco6: mOCOBETOBAThCSA Kak ce0s BECTH,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4aje YCIOKOUThCS. Eciu Thl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Ynpapnsi cBoel KHOeppermyTalnei;

3. AHOHUMHOCTh B ceTH MHHMas. CyllecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOWT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTAaHCKUW 00pa3 BUPTyaJbHOW >Ku3HH. MHTepHeTr
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmrosiaii CBOO BUPTYJIbHYIO YE€CTh CMOJIONY;

6. UrHopupyit enuHuuHblii HeratuB. (OmHOpPA30BBIE OCKOPOUTEIBHBIC
COOOIIeHHsT Jyd4llle WUrHopupoBath. OOBIYHO arpeccusi MpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

/. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTb OJIOKMPOBKH OTIIPABKU COOOIIEHUM C
OTPEIETICHHBIX a/IPECOB;

8. Ecnu Tb1 cBUneTens kubepOymnHra. TBOM AEHCTBUSA: BBICTYIIUTh IPOTHB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICMXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO MOBEACHUS B CETH.

MoOunbHbIN TenedoH



CoBpeMeHHbIe CMapT(OHBI U TIIAHIIIETHI COJIEPXKAT B ceO€ BIOJHE B3POCIBIN
(GyHKUMOHAT, W TENepb OHU MOTYT KOHKYpUpOBaTh CO CTallMOHAPHBIMU
KoMIbtoTepamMu. OIHAKO, CPEACTB 3aIIUTHI 1JIs1 TOJOOHBIX YCTPOMUCTB MTOKA OYEHB
Mmajno. TectupoBaHMe ¥ TIOMCK YSA3BUMOCTEH B HHUX IIPOMCXOJUT HE TakK
MHTEHCUBHO, Kak 17151 [1K, To jxe camoe kacaeTcst U MOOMIIbHBIX MPUITOKESHHM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NMPAKTUYECKH JOTHAIM aHaJOTH
st TIK, opgnako pacmupenue (QyHKIMOHala BIEYeT 3a COOOW OOJIBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaexko HE BCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIIHEC
KPUTUYECKUE YI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

1. Huuero He sBIseTCS MO-HACTOSIIEMY OeCIUIaTHBIM. byab OCTOpOKEH,
Bellb KOTJIa TeOe mpesiaraloT OSCIUIATHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TJIaTHBIC YCIIYTH;

2. ymaii, npexnae uyeM otnpaButbh SMS, doto mmm Buaeo. Thl TOYHO
3HaClllb, T/Ie€ OHU OYJyT B KOHEUHOM UTOTE?

3. Heo6x01uMo 0OHOBIISTH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Vicnonb3yi aHTUBUPYCHBIE IPOTPAMMBI /I MOOMIIBHBIX TeNe(hOHOB;

5. He 3arpy»xaii npusaokeHust OT HEM3BECTHOIO UCTOYHUKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

6. [Tocre Toro Kak TBI BBHIMACIIP C CaiTa, TAC BBOAWI JINYHYIO
nH(popMaluio, 3aiiiu B HACTPOIKK Opay3epa u yaanu cookies;

7. [leppognueckn TIPOBEpsIi KaKue IUIATHBIC YCIYTH aKTUBHPOBAHBI Ha
TBOEM HOMEDE;

8. [laBait cBOil HOMEp MOOUIBLHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MOJIb3yelibcs. He
3a0bIBail MHOTIa IPOBEPSTH ITO.

Online uepwi

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO  KPacOYHbIC, 3aXBaThIBAOLIUE
pa3BiedeHUsl, OObEIUHAIONIME COTHU ThICSY YEJIOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3a/laHus,
CPaKAIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YJOBOJBCTBUE OHM IUJIATST:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa uayT Ha MOAJEPKAHUE U PA3BUTHE UTPhI, & TAKXKE HA cCaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3a1IaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX WIrpax CTOUT omacarbCsi HE CTOJNBKO CBOUX CONEPHHUKOB,
CKOJIBKO Kpa)XM TBOETO IapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnu apyroii urpok BeAeT cedsl MI0X0 MM CO3JaeT Tede HEMPHUITHOCTH,
3a0JIOKUPYH €ro O CIIMCKE UTPOKOB;



2. [loxamylics aAMHHHCTpaTOpaM WIPbl Ha IUJIOXO€ TMOBEACHHE 3TOTO
UTPOKA, KEJNATEeIbHO MPUIIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHIILTOB;

3. He yka3piBait muuHyro nH(popMaiuio B npodaiisie Urpsi;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouManbHble TaTYU U MOJBL;

6. cnomnb3yit cloxHbIe U pa3Hble TapOJIu;

/. laxke BO BpeMsi WIpbl HE CTOUT OTKIOYaTh aHTUBHpYyC. [loka TbI
UTpaeIlib, TBOM KOMITBIOTEpP MOTYT 3apa3UTh.

Quuune unu Kpasxca TUYHblX OQHHbIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOTUH 3JO0YMBIILICHHUKN TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICTIOM.

Tak mosiBuiIach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TMOJYYEHUU KOH(PUACHIMAIBHBIX JaHHBIX
M0JIb30BaTENIeW — JIOTMHOB U maposeil. Ha anrmuiickoM si3bike phishing uynrtaercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — Haposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciii Thl 1moj03peBaciib, 4TO TBOS aHKETa
Oblla  B3JIOManda, TO HEOOXOAMMO  3a0JIOKUpOBaTH €€ U COOOLIUTh
aIMIHUCTpPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnionw3yit 6e3omacHble BeO-CalThl, B TOM YHCIIEC, HHTEPHET-Mara3uHoB H
MTOMICKOBBIX CHCTEM;

3. Ucnonb3y#t cnokHble W pas3Hble Mmapoiu. Takum oOpa3om, eciu Teds
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJy4aT IOCTYIl TOJBKO K OJHOMY TBOEMY
npoUITIO0 U CETH, a HE KO BCEM;

4. Ecnmu Tebst B3MOMald, TO HEOOXOAMMO TWPEIyNpelIuTh BCEX CBOHUX
3HAKOMBIX, KOTOpbIE J0OABJIEHbl y T€OsI B APY3bsiX, O TOM, UYTO T€Os B3JIIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET pacchlIaThCs CllaM M CChIJIKU Ha (DUITUHTOBBIC
CalThI;

5. YcranoBu HazexHbii maposb (PIN) Ha MmoOunbsHbI Tenedon;

6. OTKIIIO4M COXpaHEeHHE Mapois B Opaysepe;

7. He otkpbiBast (aiimbl U Jpyrue BIOKEHHS B MUChMax Ja)Xe €CIU OHU
MPUILIA OT TBOWX Apy3el. Jlydie yTouHW y HUX, OTIPABISIIM JIM OHH TeOE ATH
(baibl.

Llugposas penymayus

[{udposas pemyTarus - 3TO HETaTUBHAs WJIM MO3UTHBHAsS WH(OpMAIvs B
cetu o Tebe. Kommpomerupyromas uH@opMalus, pa3MelIeHHas B WHTEPHETE
MOET CEPhE3HBIM 00pa30M OTPA3UThCS HA TBOEH peanbHOU ku3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJDK, KOTOPBINA hopMHpyeTcs: n3 nHPopManuu o Tede B
WHTEPHETE.

TBoe MecTo IKUTEIhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKEHHUE,
OCOOEHHOCTH XapaKkTepa M paccKas3bl O OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.



MHorue mOAPOCTKH JETKOMBICICHHO OTHOCATCA K MyONMKAaIMHM JUYHOM
uHpopMaluu B MIHTepHETE, HE MMOHMMAasI BO3MOXKHBIX nocieacTBuil. Thl naxke He
CMOJKeIIb IOrafaTbcsi 0 TOM, 4TO (ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a NPUHATH TeOs Ha paldoTy.

KommMmenTapuu, pasmelenue tToux (otorpaduii u apyrue AeMcTBUs MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, Kak Thl MX yJanumb. Thl HE 3HaCIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CUCTEMBI MU
COXpaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYyMarOT O TeOe OKPYXKaIoIlee JIOH,
KOTOpbIE HAaWAYT M yBUAAT 3T0. Haiitu nHopmManmio MHOTO JIET CILyCTSI CMOKET
JTr000H - Kak U3 T0OpBIX MOOYKIEHUH, TaK U ¢ HAMEPEHHUEM MIPUYUHUTH BpeAd. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE IIU(PPOBOI peryTaLUU:

1. [logymaid, mpexzie YeM 4TOo-TO MyOIMKOBATh U NIepenaBaTh y ce0s B Oiore
WIN B COLMAIIBHOM CETH;

2. B HacTpolikax mpoQuis yCTaHOBU OTpaHUYEHUS Ha MPOCMOTP TBOETO
npouiIs ¥ €ro CoEeP>KUMOT0, CIETai ero TOJbKO «JUIs IpYy3eiD»;

3. He pa3memaii u He yka3biBail HH(OpPMALIMIO, KOTOPass MOXKET KOT0-IM00
OCKOPOJIATH WK OOMKATh.

Asmopckoe npaso

CoBpeMEHHbIE IIKOJBHUKH - aKTUBHBIE TIOJIb30BaTeNd  ITU(PPOBOTO
npoctpancTtBa. OAHAKO JAleKO HE BCE 3HAIOT, YTO IOJIb30BaHWE MHOTUMHU
BO3MOXHOCTSIMM  LU(poBOro  Mupa TpeOyeT  cOONIOAeHUs  IpaB  Ha
MHTEIJICKTYyallbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHas COOCTBEHHOCTH» OTHOCUTCS K pPa3iHMuHBIM
TBOPEHHUSM YEJIOBEUECKOTO yMa, HayMHas C HOBBIX H300pETEHH W 3HAKOB,
0003HAYaIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl M YCIYTU M 3aKaHUYMBask KHUTaMH,
dboTorpadpusiMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspemieHusi aBTOpa HE  MOXET BOCIPOM3BOAWTH €r0  MPOU3BEICHHE,
pachpoCTpaHsiTh, MyOJIWYHO JIEMOHCTPHPOBATh, TMPOJABaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIIONHSTH, MOKA3BIBATH/UCTIONHATh B dQUPE HIU
pasMerars B MIHTEepHeTe.

Hcnonb30BaHne «MUPATCKOTO» MPOTPAMMHOTO  OOECIICUEHUS MOMXKET
MPUBECTH K MHOTHM PUCKaM: OT MOTEPH yUETHBIX JAaHHBIX K TBOUM aKKayHTaM JI0
OJIOKUPOBKM TBOErO YCTPOICTBAa, HAa KOTOPOM YCTAaHOBJEHA HE JIeTaJibHas
nporpamma. He crouT Takxke 3a0biBaTh, 4YTO CYHIECTBYET JIeTajbHbIE U
OecIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.






